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• Digitisation of the battlefield will increase the volume, 
velocity and variety of data available

• Analysts supporting current operations struggle to find 
and manage data

• New methods and technologies for collecting, 
managing and analysing vast amounts of data are the 
challenge of our age

• Question:
“How can deployed NATO HQs enhance their ability to 

collect and manage the data required for analytical 
support to operations, including that for ‘big data’ 

analytics?”

Premise
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Year 1 – What are the issues? (First Year Report – In 
Collaboration Portal)

Year 2 – Engagement – Solution paths

Year 3 – Recommendations

Participation:

Co-Chairs: DEU, JALLC/OCS

Nations: FRA, GBR, TUR, USA

Organisations:MARCOM, NCIA, (ACT)

Study Methodology
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• People

– All staff are involved to some extent, some staff 
are experts

• Process

– Initiation, Collection, Preparation, (Analysis), 
Archiving

• Tools

– Data Clouds, Data Lakes, Bigger Data, Open 
Source, Data Selection, Data Mining, Programming

Guide to DC&M
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1. Why Data is Important
2. Data in a Military Context
3. Military Data Sources: Why 

Military Data is Special
4. Data Collection and 

Preparation
5. Data Sharing
6. Data Archiving
7. Data Roles
8. Data Tools

Guide Structure
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From Data to Knowledge

Surveys

Literature reviews

Situational awareness

Operations assessment

Logistic planning

Intelligence
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Data to Knowledge - Problem Statement

• Military commanders wish to reduce losses and minimize risk 
by better informed decisions

• Current use cases show that data is still often collected on the 
fly.

• The importance of its reusability is not recognized.

• Partners that were not present during the collection process 
are likely to have less knowledge on the context in which the 
data was gathered.

• However, access to large amounts of data in a timely manner 
has proved challenging
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Timelines
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Data Led Analysis Requirements
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Data Creating Organisational Relationships
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Why Military Data is Special

• Classification and ownership

• Specialised Military Data

– date-time, mapping, formatted messages

• Data Standards

– naming, taxonomy

• Accessing Military Data

• Availability of Military Data
– digital vs non-digital

• Military CIS Systems

• Tools for Data Analysis
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• Requests for analysis support can rarely be predicted in 
detail
– Any data collection plan should be comprehensive

• The most challenging demands in terms of data evolve 
mainly from short-term analysis tasks

• A standard data collection plan for the routine collection 
and management of data is essential

• Big Data tools and techniques to collect, prepare, analyse 
and manage some data but it is not the sole solution for 
NATO’s bigger data problem.

Data to Knowledge in a Military Environment
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Big Data Elephant in the room

https://www.google.com/url?sa=i&source=images&cd=&ved=2ahUKEwj20KqQ7pnbAhUFGewKHd_jAWkQjRx6BAgBEAU&url=https://www.pinterest.com/pin/412642384589400465/&psig=AOvVaw1fjCSA7ZmaS2MD48qcszsS&ust=1527097060736931
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Process
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• Accessibility of the data
– Bandwidth
– Classification

• Knowledge about the data source
– credibility and reliability must be evaluated;

• Data Structure
– Already structured or can be formatted and structure 

automatically

• Audit trail
– Ultimately from source data to prepared data

• Timeliness
– To understand how current any analysis will be

Initiation
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• The act of acquiring data from another entity, either 
free of charge or paid

• Acquired data, free or paid, can rarely be used without 
considering licensing or legal constraints

• The acquisition process is time consuming, so should 
be started early
– Free data often needs sophisticated algorithms to extract 

and prepare
– Proprietary data requires memorandums of understanding
– Purchased data requires a business case

• Quality data is worth paying for, so there should be 
budget allocated for data acquisition

Data Acquisition
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• Manual input is extremely time and effort consuming

• Proper data processing and Big Data tools can be effective in 
reducing analyst‘s workload

• Analyst‘s focus will shift to data analysis, leading to better 
informed decisions

• Analytical results will rely on data of higher quality

• Analyst will be able to answer more questions more timely and 
more accurate for enhanced decision making  

Collection and Preparation Findings
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• Preparing data for sharing depends on who it 
will be shared with:

– Non-NATO Entities and Partners not connected to 
NATO CIS

– NATO Entities, Operational Units or Partners 
connected to NATO CIS

– Own HQ

– Future Users

Data Sharing – The Common Thread
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From Data Collection to Archiving

• Data Archives are both critical and valuable assets

• In a ‘Big’ or ‘Bigger’ Data future, no data may be considered 
obsolete

• Archive solutions need to be secure, controllable, and 
recoverable

• NATO military data archives must also align with legal 
regulatory compliance

• Archiving requirements should be formulated at the start of 
every NATO operation and not be something considered in 
the aftermath. 
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1. Why Data is Important
2. Data in a Military Context
3. Military Data Sources: Why 

Military Data is Special
4. Data Collection and 

Preparation
5. Data Sharing
6. Data Archiving
7. Data Roles
8. Data Tools

Final Report Structure
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Roles
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Tools
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• Access to more comprehensive data leads to more insightful 
decisions

• Bigger data, but perhaps not Big Data

• SAS-111 DC&M Process matches
– Intelligence Data Collection (AJP2)
– Operations Assessment (NOAH)

• Specific data needs are hard to predict, so data collection 
needs to be routine

• The required skills and tools are not commonplace in military 
HQs
– Analysts typically do 80% data collection, 20% analysis

• Data archives are a critical and valuable asset

Key Findings/Takeaways
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SAS-111 - National Study 
“Development of a Data Collection 

Environment based on a
Mission Thread Approach”

Heger, UniBw München
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• Current use cases show that data is still often collected on the 
fly.

• The importance of its reusability is not recognized.

• Partners that were not present during the collection process 
are likely to have less knowledge on the context in which the 
data was gathered.

• Accurate data is necessary to evaluate performance measures 
(MOPs/MOEs).

• Analysis based on data is necessary for well informed decision 
making.

Problem Statement
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• Especially written to guide people through the requirement 
design process of the development of a data collection 
environment

• Describes this process in a standardized manner based on a 
Mission Thread Approach

• The aim of that document is to give recommendations on data 
environments for: 

 Any type of data format

 Any type of data source

 Any type of data base

 Any type of NATO information system

National Guide
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Meta-Data Checklist

• Preserve meaning of data 
and context in which is 
was collected
 different aspects of 
data to be described and 
stored along with dataset 
= metadata

• Metadata reduces 
problems of 
misunderstanding the 
meaning and context of 
data

2
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Conclusion

• The national study “Development of a Data Collection 
Environment based on a Mission Thread Approach” uses 
NATO architecture diagrams such as Activity Charts to give a 
structured overview and guideline of the process

• As a result, the people responsible for designing the 
requirements for the data collection environment are aided in 
that process in order to find a Pareto optimal solution that 
ensures

– required quality of the collected data 

– the required ease and speed of insertion

– while keeping the development costs proportionate
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